
LESSON 4

Generation

Many DoD contractors come to possess classified documents

solely by receiving them, as discussed in Lesson 2. Other
contractors, however, are also authorized to "generate" (produce)
classified documents. With generation the key questions are of a
different sort than they were with receiving. With receiving we
wanted to be sure that nothing improper happened to the classified
information on its way from the sender to you and that the
transaction was duly recorded. With generation the first question
often is, "Has generation occurred? Have we produced something -
a sentence or a chart, an equation or a blueprint - something that
should be classified?" If so, the next question is, "What level of
classification is to be assigned?" These questions are routinely
resolved by referring to the classification guidance provided to the
contractor, but in many instances the answers are not clear-cut and
experience and judgment are called for.

The decision to classify and the level assigned always prescribe
both a price and a risk. Classifying information needlessly or
assigning too high a classification will mean not only that
safeguards will be squandered, but also that the information will be
locked away from personnel, uncleared or with too low a
clearance, who might well have made good use of it. Not
classifying information that should be classified or assigning too
low a classification may well lead to damage to the national
security.

4-1



In this lesson we'll go over the basic policies and procedures that
govern the generation of classified information within the NISP.
Along the way, we'll cover certain matters of interest to all
possessing contractors whether or not they generate classified
information, such as rules about the DD Form 254, and when and
how to downgrade and declassify documents. We'll also see how
EWC generated a working paper and a finished report. Again,
don't be put off by the rather long list of objectives. The process
should become clear as we go along. For the record, nothing in this
lesson is actually classified information. All the security markings
are for illustration and training purposes only.

OBJECTIVES

§ When you have completed this lesson, you should be able
to do the following.

§ Define "classification."

§ Distinguish between original classification and derivative
classification.

§ Identify key features of Executive Order 12958.

§ Identify key features regarding the development, issuance,
and use of DD Form 254, "Department of Defense Contract
Security Classification Specification."

§ Differentiate the requirements for personnel who assign
classifications using a classification guide and requirements
for personnel who perform other kinds of derivative
classification (copying, extracting, reproducing, translating,
and the like).
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§ Apply procedures for resolving problems regarding
classification.

§ Implement requirements for classified or likely classifiable
documents originated other than in performance of a UA
contract or program (e.g., unsolicited proposals).

§ List the main purposes of marking classified information.

§ Apply basic markings to SECRET and CONFIDENTIAL
documents generated in-house.

§ Downgrade/declassify documents as appropriate.

§ Apply basic procedures for using a classification guide in
developing a classified document.

§ Apply procedures for identifying and safeguarding
classified waste and safeguarding typewriter ribbons used
in producing classified documents.
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WHAT IS CLASSIFICATION?

Let's start at the top. From one point of view, the reason there is
classified information is that presidents of the United States have
said so. That is, information is classified under a series of
presidential executive orders. The most recent of these is Executive
Order 12958, signed by President Clinton on April 17, 1995, and
taking effect on October 14, 1995. (This is a date you should
know, since certain marking procedures are different for material
classified under previous executive orders.) E.O. 12958 sets up a
uniform system for classifying, declassifying, and safeguarding
national security information, that is, information relating to
national defense or foreign relations. So classification is the act of
imposing an executive order's protection requirements on national
security information.

ORIGINAL AND DERIVATIVE CLASSIFICATION

Information becomes classified information by either of two
processes: original classification and derivative classification.
Original classification is performed by designated government
officials only. Derivative classification is performed by other
government officials and by contractor personnel in carrying out
their authorized functions.

ORIGINAL CLASSIFICATION

Original classification is an initial determination (decision) that
information is to be afforded the protection of an executive order.
This determination can be made only by an "original classification
authority," that is, an official of the Executive Branch who has
been designated in writing to make such determinations. There are
about 6,500 of these officials. Original classifiers base their
decisions to classify information on three criteria:
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1 The information must be national security information.

2 The United States Government must own, have a proprietary
interest in, or control the information.

3 It must be determined that unauthorized disclosure of the
information would cause damage to the national security.

If the information would cause damage to the national security.  
If the information in question meets these three criteria, then the
original classifier determines at which level to classify the
information, according to the extent of  damage to the national
security that unauthorized disclosure of the information would
cause that the original classifier can identify or describe:

Damage – CONFIDENTIAL

Serious Damage - SECRET

Exceptionally Grave Damage - TOP SECRET
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§ Prohibitions. E.O. 12958 prohibits classifying to conceal
violations of law, inefficiency, or administrative error;
prevent embarrassment to a person, organization, or
agency; restrain competition; prevent or delay the release of
information that does not require protection in the interest
of national security.

§ Declassification. E.O. 12958 provides for the original
classifier to set a specific date (e.g., 25 July 2002) or event
(e.g., upon completion of tests) on which the information is
to be declassified, since it will no longer require protection.
If no date or event can be set, a date 10 years from the date
of original classification may be assigned. If the classified
information falls within one of the categories identified in
E.O. 12958 as exempt from automatic declassification, the
document is marked with an X (for exempt) and the
number of the exemption category.

DERIVATIVE CLASSIFICATION

If your facility is authorized to generate classified information,
then designated cleared personnel there will be performing
derivative classification. Derivative classification is the process of
determining that information you're creating is classified based on
guidance from an original classification authority, then marking
the material you are generating to make sure people know it's
classified. If you're extracting material from a classified document,
the markings on that document can tell you all about classification
of the information. Or you may use classification guidance
furnished to you by a User Agency.

DD FORM 254

For DoD contractors the classification guidance for a contract,
project, or program is cited in item 13 of the DD Form 254,
"Department of Defense Contract Security Classification
Specification," issued by the contracting

4-6       Protecting SECRET and CONFIDENTIAL Documents



officer or the designated representative of the User Agency
concerned. This classification guidance is prepared under the
direction of an original classification authority of the issuing User
Agency. We'll have more to say about item 13, but first let's go
over a few other aspects of the DD Form 254.

CONTRACTOR'S ADVICE AND ASSISTANCE

Contractors are required to advise and assist in developing the
original DD Form 254 and the security specification guide, to the
extent practicable, so that their technical expertise may be used.
For the Laser Widget Project, Buzz, Bascom, Kate, and Harold all
worked with CDR Alvin Eckles of the Navy, the Contracting
Officer's Technical Representative (COTR), to develop the
classification guidance for the project. Their efforts ensured that
EWC had a clear understanding of the guidance, so that they could
fulfill EWC's responsibility to apply all aspects of it. Since the
contract was to be a firm fixed price (FFP) contract, i.e., a contract
with a specified sum to be paid for the goods/services delivered by
the contractor, Harold also studied the Statement of Work (SOW)
and the Contract Data Requirements List (CDRL) to determine the
costs of all security measures for the contract in preparing EWC's
proposal. He made sure that no undetected requirement would cut
into EWC's fair profit for its performance.

GCA Responsibility. Although EWC's contribution to developing
the classification guidance had been considerable, Harold and
EWC's engineers were well aware that the guidance was the
exclusive responsibility of the Navy's GCA and that final
determination of the appropriate classification rested with the
Navy's GCA.

Generation 4-7



Notifying Originator. Harold and Buzz were also aware that EWC
could notify the originator of the DD Form 254 if they acquired
information that suggested the instructions in the form needed to
be changed.

Issuance. Harold knew that the DD Form 254 was a contractual
specification necessary for performance on any classified contract,
and that if EWC ever received a classified contract without a DD
Form 254, he would have to inform the UA GCA concerned. He
knew that DD Form 254 was issued according to the following
schedule.

The original DD Form 254 that EWC received when it was
awarded the contract for the Laser Widget Project looked like this.
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CHARTS

The charts on the following pages depict NISPOM requirements
for performing various derivative classification actions.









Complete the following exercises for review and practice.
Multiple-choice questions may have one or more correct choices.

1.  Classification is the act of i_______________________ an e____________________
      o_______________________ protection requirements on n____________________
      s______________________ i____________________ .

2. For the following items write OC if the item applies to original classification and DC if the item
applies to derivative classification.

                          _____a.  performed by about 6,500 officials of the Executive Branch.

_____b.  incorporating, paraphrasing, restating, or generating in a new form.

_____c.  applying security categories to a new document based on those shown on a source
document or on those to be assigned according to a classification guide.

_____d.  determination that information is national security information, that it is owned or
controlled by the U.S. Government, and that some degree of damage would result from
its unauthorized disclosure.

_____e.  performed by federal officials and authorized DoD contractors.

_____f.  deciding how much protection (level of classification) and for what period of time
protection is required (duration) for particular national security information.
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3.   Executive Order 12958

(   )   a. prohibits use of classification to prevent or delay the release of information that does not require
protection in the interest of national security.

(   )   b.  took effect on October 14, 1995.

(   )   c. invalidated all previous executive orders.

(   )   d. prohibits use of classification to conceal violations of law, inefficiency, or, administrative error.

(   )   e. set up a uniform system for classifying, declassifying, and safeguarding national security information.

(   )   f. provides that a date 10 years from the date of the original classification may be assigned, if no specific
date or event can be set.

(   )   g. provides that certain categories of information may be exempted from automatic declassification.

4.  Which of the following are true of DD Form 254, Department of Defense Contract Security Classification
Specification?

(   )   a.  Contractors must advise and assist developing the original DD Form 254 to the extent practical.

(   )   b.  DD Forms 254 are issued by the contracting officer or UA designee.

(   )   c.  When a contractor is to generate classified information, the classification guidance is stated in item 13
or is incorporated by reference in item 13.

(   )   d.  The classification guidance provided is the shared responsibility of the User Agency GCA and the
contractor.

(   )   e.  The contractor is responsible for applying all aspects of the classification guidance contained in the DD
Form 254.
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5.  For each of the following, indicate the type of DD Form 254 issued, as follows: 0 for Original DD Form 254,
R for Revised DD Form 254, and F for Final DD Form 254.

_____a.  When, after and initial 2-year retention period, the User Agency determines that a contractor
requesting retention authority has a continuing need for classified material associated with the contract.

_____b.  With the award of a classified contract,

_____c.  Whenever a change or additional guidance is necessary.

_____d.  With an IFB, RFP, RFQ, other solicitation, other User Agency classified program or project.

6.  Security classifications are applied to information developed by the contractor based on

a. UA-provided c____________ g____________ .

7.  Alvin Jacobs, the FSO at Diversified Data (DD), believes that certain classified information generated by
DD that the classification guidance says should be CONFIDENTIAL should actually be classified SECRET. He
has safeguarded the information at the SECRET level and has discussed the matter with the Air Force as the UA
involved. The Air Force affirmed that CONFIDENTIAL is the proper classification, but Alvin still believes that
the information should be classified SECRET. What is Alvin required to do now?

____________________________________________________________________________

What must the contents of the paperwork include?

a. ____________________________________________________________________________

b. ____________________________________________________________________________

c. ____________________________________________________________________________
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8. Match the personnel with the NISPOM requirements that apply to them.

Personnel NISPOM Requirements
______employee who copies classified
information from source document

a. marks new document with same classification as
source document

______employee who reproduces whole
classified document

b. determines necessity, currency, and accuracy of
classification applied to the document

______employee who extracts classified
information from source document

c. determines proper markings for the new document
based on the classification of the information taken
from the source document

______manager or supervisor whose
signature or other approval is required
before the document may be issued,
transmitted, or referred outside the facility

_____employee who translates whole
classified document

9.  Melissa Lenox, the FSO at Beneficial Bearings, Inc.(BBI), has an unsolicited proposal developed by BBI.
She looked it over and did not find any classified information in it, but it does contain information that she
thinks should be classified CONFIDENTIAL. Pending a UA classification determination, what should Melissa
do concerning the proposal?

a.  ______________________________________________________________________________

b.  ______________________________________________________________________________
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1.  imposing, executive order's, national security information. (p. 4-4)

  2.  OC a. OC d.
       PC b. DC e.
       ac-- c. Q-C f (pp. 4-4-6)(see NISPOM, 4-101 and 102)

3.  a., b., d., e., f., and g. (pp. 4-4-6)(see NISPOM, 4-100 and 101)

4.  a., b., c., and e. (pp. 4-6-8) (NISPOM, 4-103)

5.  F a. 0 d.
     0 b.
    R c. (p. 4-8) (NISPOM, 4-103a, b. and c))

6. a. classification guidance
(p. 4-12) (NISPOM, 4-103)

7. Alvin must submit a formal challenge to the GCA that originally classified the information (i.e.,   the
Air Force). The challenge must include:

a. A description of the problem.

b. Reasons why corrective action is required.

c. Any recommendations for appropriate corrective action. (p. 4-13) (NISPOM, 4-104)
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8.  c. employee who copies classified information from source document.

     a. employee who reproduces whole classified document.

     c. employee who extracts classified information from source document.

     b.  manager or supervisor whose signature/approval is required before the document may be issued,
transmitted, or referred outside the facility.

     a.  employee who translates whole classified document.
(p. 4-12) (NISPOM, 4-102)

9.  a. Mark "Classification determination pending. Protect as though classified CONFIDENTIAL."

      b. Handle and protect as though classified at CONFIDENTIAL level.
(p. 4-14) (NISPOM, 4-105)
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PURPOSES OF MARKING

Let's turn now to marking. Though marking can be a rather tedious
chore, it serves several purposes that justify the attention given to
it. Its main purposes are

§ To warn the holder of the degree of protection required.

§ To indicate to the holder which portions of the document
contain or reveal classified information and which do not.

§ To promote timely downgrading and declassification.

BASIC MARKING: THE  'INSIDE -OUT" METHOD

In this section we 11 talk you through the steps in derivatively
classifying a written document and applying basic markings to it.

1. Mark the Subject or Title. First select the subject or title of the
document. If possible, select one that does not require
classification. A short document, such as a letter or memorandum,
usually gives the subject on the first page, while a longer
document, such as a proposal, will often have a separate front
cover and/or title page giving the title. Mark the subject or title by
placing its classification symbol - (C) for CONFIDENTIAL or (S)
for SECRET - or the symbol (U) for UNCLASSIFIED
immediately after and to the right of the item.
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2. Mark Portions, The next step in marking a document is to

identify and mark the classification level of each portion it
contains. Unclassified portions are also marked. Portions are
typically small segments of information, and documents consist of
a series of portions. The portions to be marked include:

§ Paragraphs.

§ Subparagraphs (when marking is needed for clarity).

§ Illustrative material, such as graphs, tables, charts, and
figures.

§ Captions.

If you are deriving your document from one or more
already-marked source documents, follow the markings for the
classified information in the source document.

If you are deriving Your document from the classification
guidance given in a DD Form 254 (i.e., the narrative in item 13) or
from one or more Security Classification Guides (SCG)
incorporated by reference in item 13 of the DD Form 254, then you
must decide, for each portion, if the portion contains or reveals
classified information and, if so, assign the classification level
prescribed in the guidance. Then mark the portions accordingly.

For paragraphs and subparagraphs, place the appropriate
classification symbol - (C) for CONFIDENTIAL, or (S) for
SECRET - or (U) for UNCLASSIFIED immediately after the letter
or number of the paragraph or subparagraph, (If you are not
lettering or numbering these items, place the symbol immediately
before the item.)
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If you include illustrations, photographs, figures, graphs, charts,
or the like in your document, place the unabbreviated classification
- CONFIDENTIAL or SECRET - or UNCLASSIFIED within or
contiguous to (i.e., touching or nearly touching) the item.

Captions for such material are classified and marked based on the
content of the caption (not on the content of the graphic material).
Place the appropriate classification symbol - (C) or (S) - or (U)
immediately preceding the caption.

3. Mark Interior Pages. If your document has more than one
page, mark the top and bottom of page 2 and each following page
with the highest classification level of information on that page
(CONFIDENTIAL or SECRET) or UNCLASSIFIED if all
portions on the page are unclassified Do not abbreviate

4. Mark Overall Classification. The next step is to determine
and mark the overall classification of the document. The overall
classification of the document is the highest classification of any
part of it. Conspicuously mark or stamp the overall classification at
the top and bottom on the outside of the front cover (if any) on the
title page (if any), or, if no front cover or title page, on the first
page, and on the outside of the back cover (if any). Do not
abbreviate the overall classification (i.e., CONFIDENTIAL or
SECRET).

5. Mark with Facilities Identification/Date.. Mark the name
and address of your facility and the date of the document's
preparation on the face of the document, or follow written
instructions provided by your customer if, for example, they wish
to have their own name and address as the activity responsible for
its preparation.
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6. Mark with Source of Classification, Downgrading

Instruction (if any), and Declassification Instruction. Enter
these on the front cover, title page, first page, or in a similarly
prominent place on the document. Use this block:

DERIVED FROM_______________________________________
[Required]

DOWNGRADE TO_____________________ON________[As
Applicable]
DECLASSIFY ON________________________________
[Required]

§ The "Derived from” Line. In completing the "Derived
from" line, identify the applicable DD Form 254, other
classification guide(s), or source document(s), as follows:

-DD Form 254. If the only source for the derivative classification
instructions is the DD Form 254, include (1) the date of the DD
Form 254, and (2) the specific contract number for which the DD
Form 254 was issued:

Derived from DD Form 254 Aug 97, N03147-97-C-2981

-Classification Guide. In identifying the guide include the guide's
title or number, the issuing agency, and date.

DERIVED FROM Security Classification Guide, “Intermediate Missiles,”
US Air Force, 9 Sep 96.

-Source Document. If you are carrying forward information from a
source document, enter enough information to identify it.

DERIVED FROM SECRET- Report, “Ballistic Characteristics of the RJ 905 Intermediate
Missile, (U) “ 9-Sep 96.

-Multiple Sources. If you are following two or more sources, enter
"Multiple Sources":

DERIVED FROM Multiple Sources.
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When "Multiple Sources" is used, keep a record to support your
application of the classification marking for the duration of the
contract or program under which the document was created (e.g.,
add to your file copy a bibliography listing the classification
sources or include the bibliography in the document.) When
practical, include the bibliography with all copies of the document.

§ The "Downgrade to" Line. In completing the
"Downgrade to" line, insert CONFIDENTIAL and an effective
date or event as indicated in the DD Form 254, referenced
guide, or source document. Omit the line when no information
is provided.

DOWNGRADE TO CONFIDENTIAL ON COMPLETION OF FIELD TESTS.

§ The "Declassify on" Line. In completing the "Declassify
on" line, use the information in the DD Form 254,
referenced guide, or source document. Enter the date,
event, or 'X" code, as provided. Do not use a” Declassify
on" line if the new document contains Restricted Data or
Formerly Restricted Data.

DECLASSIFY ON                  October 11, 2000

-Source of Classification: Before October 74, 1995. If'
you are marking a now document that derives its classification
from material classified or issued before October 14, 1995 (i.e.,
before E.O. 12958 was issued), mark it as follows:

-If the DD Form 254 or source material bears a date or event for
declassification, enter that date or event.

-If the DD Form 254 or source material bears no date or event for
declassification and is marked "Originating Agency's
Determination Required" or "OADR," enter "Source marked
OADR, Date of Source (INITNI/DD/YYY on the "Declassify on"
line.
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DECLASSIFY ON Source Marked-OA.DR, Date of Source 03/21/94

-Multiple Sources: Most Restrictive Marking. Whenever a new
document is classified based on "Multiple Sources," enter the
longest duration of any of its sources. If any source shows
"OADR," enter "Source marked OADR" and the date of the most
recent document.

7. Mark with Applicable Warning Notices. Conspicuously mark
applicable warning notices (e.g., INTELLIGENCE SOURCES OR
METHODS notation or DISSEMINATION AND
REPRODUCTION notices) on the outside of the front cover or on
the first page if there is no front cover.

8. Mark Components, if any. Major components of complex
documents are likely to be used separately, so
each major component is marked as a separate document (Steps
L-7.). Examples include:

-Each annex, appendix, or similar component of a plan, program,
or project description.

-Attachments and appendices to a letter.

-Each major part of a report.

If an entire major component is UNCLASSIFIED, mark the top
and bottom of the first page of the component "UNCLASSIFIED,"
and include a statement, such as, "All portions of this (annex,
appendix, etc.) are UNCLASSIFIED." When so marked, no further
markings are needed on the component.

DOWNGRADING AND DECLASSIFICATION

We'll see how Buzz generated a document (working paper) in a
moment. But since we've just been
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discussing downgrading and declassification instructions, let's turn
briefly to how downgrading and declassification are in fact
accomplished.

§ Contractor Responsibility. Each DoD contractor who
possesses classified information is responsible for taking
proper and timely action to downgrade and/or declassify it.
This downgrading/declassification is a derivative action,
i.e., an implementation of a direction rather than an
exercise of authority for deciding the change or
cancellation of a classification. In other words, it was an
original classification authority who decided when the
information would be downgraded/declassified, not the
contractor.

§ When to Downgrade/Declassify. If the document was
classified and marked after October 14, 1995 (i.e., after
E.O. 12958 was issued), you simply downgrade or
declassify it according to the date or event shown. If the
document shows no automatic downgrading or
declassification markings, it must stay classified until
authority is obtained from the originating agency to
downgrade or declassify it. Mark any information extracted
from the document for use in a new document as described
in this lesson.

If the document was classified and marked before October 14,
1995 (i.e., under a previous executive order), then you do the
following:

If the document is marked for automatic downgrading or
declassification on a specified date or event, then
downgrade/declassify it according to the date or event.

If the document is not marked for automatic downgrading or
declassification on a specified date or event, do not
downgrade/declassify it without authorization of the originating
agency. In other words, consider the document marked "OADR."
(You need not actually re-mark the document).
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Canceling and Re-Marking. To downgrade/declassify a
document, simply cancel all old classification markings and
substitute the new markings. After canceling the old markings, as a
minimum place the marking CONFIDENTIAL (if downgrading)
or UNCLASSIFIED (if declassifying) on the outside of the front
cover (if any), the title page (if any), the first page, and the outside
of the back cover (if any).

GENERATING A WORKING PAPER AT EWC

You will recall that during.- Linwood Crigger's visit to EWC, Buzz
had promised to send Linwood a copy of a report of some test
results. ACME needed the test results in order to calibrate its
guidance system for the laser widget.

On the Friday before Linwood's visit, Buzz had made a classified
visit to a Naval installation in New York (referred to as Site B) to
observe field tests conducted on a prototype laser widget
propulsion system. Buzz had been granted permission to take
unclassified notes of the field tests, so that he could share the data
immediately with his colleagues (Kate and Bascom) when he
returned to EWC. He had done so. Now his task was to use his
phenomenal memory of the classified information he had learned
in converting his notes into a classified working paper, which
would in turn serve as the rough draft for a finished classified
report.

Buzz closed his door and went to the window. He lowered the
blinds and closed them. He took out his notes and his copy of
EWC's DD Form 254 for the Laser Widget Project. He turned it
over to refer to item 13 as he worked.
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Besides Harold, Buzz was the only person at EWC who was
authorized to determine the necessity, currency, and accuracy of
classifications applied to documents.

REQUIRED MARKINGS

Buzz knew that working papers and material, such as notes, drafts,
and drawings that were accumulated or
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created in preparing a finished document, had to be

• Dated when created
• Marked with overall classification
• Annotated “Working Papers”
• Destroyed when no longer needed

Also, working papers must be marked as though they were finished
documents when they are 1) transmitted outside the facility or 2)
retained for more than 180 days from their creation (NISPOM
5-205b).

Since his working paper would be the rough draft for a finished
report, and since the report would have to be thoroughly marked,
Buzz decided to go ahead and thoroughly mark his working paper.

Since the finished report would be brief, he decided there would be
no cover or title page. That meant he would have to leave room on
the first page for various markings. He decided on an unclassified
subject and entered it and the date, as follows:



The first thing he had to say was not classified:

The next portion had to do with static range information, which
was to be classified and marked CONFIDENTIAL under item 6. of
the guide. But since the portion did not actually contain or reveal
specific information, Buzz marked it (U):

The next item (portion) was the figure. It was actual static range
information, so he marked it CONFIDENTIAL 900

Then came the caption for the figure. He decided on "Static Range
Data." Again, since the term itself was not classified, he marked it
(U):







He used "14 Oct 2003" since this was the duration shown for item
9, and "14 Oct 2003" was the most restrictive notation among
those given for the classifications he had assigned in following the
guide. There was no applicable downgrading instruction. There
were no applicable warning notices to be applied. And there were
no components to be marked.

CLASSIFIED WASTE

The actual composing of the working paper had not gone as
smoothly as we have presented. In fact, there were several false
starts, corrections, and re-workings of the figures. Since EWC uses
a shredder to destroy its classified waste, Buzz placed the rejected
sheets in a file folder and marked it "SECRET WASTE." He
placed the working paper in another folder and took both folders to
Zelda's office.

PREPARING A FINISHED DOCUMENT

EWC had submitted the forms to have one of its typists cleared at
the SECRET level. In the meantime Zelda had agreed to type
whatever classified documents EWC generated. EWC had several
word processors, one of which was to be used for classified work,
but the AIS SPP that Harold had submitted to the Field Office had
not yet been approved. So Zelda uncovered her electric typewriter,
closed the door after Buzz left, and set to work. First she took out
of her GSA-approved cabinet the single-use carbon ribbon that she
had begun to use in typing an earlier SECRET document. She had
labeled the ribbon SECRET, though labeling is not required. She
removed the unclassified ribbon from the typewriter and inserted
the SECRET ribbon. Before long, the finished report was prepared
and properly marked, ready for Buzz's signature. It looked like
this.
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MORE CLASSIFIED WASTE

Zelda bad mistyped one paragraph the first time through, and she
placed the bad page and Buzz's working paper with his rejected
sheets in the classified waste folder that Buzz had given her. (Buzz
had not wanted to retain his working paper after it had served its
purpose as a rough draft.) Zelda placed the classified waste folder
in her GSA-approved cabinet for storage pending destruction.

SAFEGUARDING RIBBONS

Since the ribbon with the SECRET information on it had not been
used up, she put it back in her GSA-approved cabinet. If she had
used it up, however, it would have been SECRET waste to be
properly destroyed.

SUMMARY

Information is classified under E.O. 12958 and previous executive
orders. Original classification authorities that must first decide that
the information meets three criteria classify information initially. If
so, an appropriate classification level and duration of classification
are assigned. DoD contractors who generate classified information
perform derivative classification by carrying forward the original
classification decision to documents they produce. User Agencies
convey classification guidance to the contractor by means of DD
Form 254. Classified documents must be properly marked.
Contractors must take timely action to downgrade/declassify-
classified documents in their possession. Receptacles for classified
waste must be identified and properly safeguarded pending
destruction. Typewriter ribbons used in producing a classified
document must be safeguarded according to the highest
classification of the information they contain then destroyed as
classified waste.
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Complete the following exercises for review and practice.
Multiple-choice questions may have one or more correct choices.

1.  The main purposes of marking classified information are

a.  _____________________________________________________________

   _____________________________________________________________

b. _____________________________________________________________

   _____________________________________________________________

 c._____________________________________________________________

   _____________________________________________________________

2. Number the following steps so that they are in order for the "inside-out" marking process:

_____a.  Mark interior pages.

_____b.  Mark facility's identification and date.

_____c.  Mark portions.

_____d.  Mark overall classification.

_____e.  Mark subject or title.

_____f.  Mark with applicable warning notices.

_____g. Mark with source of classification, downgrading instructions (if any), and
declassification instructions.

_____h. Mark components, if any.
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3. For a document classified and marked after October 14, 1995, you declassify/downgrade according to
the d_______ or e_______ shown or, if the document is marked “Declassify on________,” when
you are authorized to declassify the document by the o___________________ a_______________ .

4. For a document classified and marked before October 14, 1995, you declassify/downgrade according to
the d________ or e__________ shown, or consider the document marked _______.

        5. After canceling the old markings, as a minimum place the marking ______________ (if
downgrading) or _________________ (if declassifying) on the outside of the f______ c_____(if any),
the t___________ p________ (if any), the f________ p________, and the outside of the

            b_____________ c________________ (if any).

6. Working papers must be

a. d_________ when created,

b. marked with the o ____________________ c____________________, and

c.  annotated “W________________ P________________ “.

d. D_________ when no longer needed

e. Marked like finished documents when they are t _________________ o ___________
the f___________ or retained for more than _______ days.

7. Classified waste must be

(    ) a. placed in clearly identified receptacles.

(    ) b. safeguarded according to its classification, pending destruction.

(    ) c. destroyed by burning.

(    ) d. entered into an accountability record, if the waste is not promptly destroyed and if
it contains SECRET information.

8. Typewriter ribbons used to prepare classified documents must be safeguarded according to the highest
classification of the information they contain.

(    ) True (    ) False
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9. For this exercise in applying classification guidance, your company (Observations Unlimited, 966
Thomas Jefferson ST., NW, Washington, D.C. 20007) has been awarded a classified contract by the
Department of the Army to observe, analyze, and make recommendations regarding the defensive
measures employed by a remarkable strain of Sus scrofa, designated Sus scrofa (mirabilis).

These mammals have developed the power of speech and are quite dexterous for their kind. Though
indigent, they are industrious, and the Army thinks that their construction skills will have important
military applications. In the wild, however, they are menaced by predators, so it is imperative to their
survival that the most suitable construction materials and other needed assistance be provided them,
pending outright federal protection.

Your company has conducted unobtrusive field observations and on March 30, 1996, prepared a
classified report. The classification guidance for the contract, DA275-96-C-17875, is contained in the
original DD Form 254, dated January 15, 1996, and is given below.

Using this guidance, assign classifications to the report and thoroughly mark it.





Page 2

SUBJECT: Field Observations of Sus scrofa (mirabilis)

1. Once upon a time there was an old sow with three little pigs. She had no
money to keep them, so she sent them off to seek their fortune.

2. The first little pig met a man with a bundle of straw and said to him,
"Please, man, give me that straw to build me a house." So the man did, and the
little pig built his house with it.

a. Along came a wolf. He knocked at the door and said, "Little pig, little pig, let me come in."
"No, no," said the little pig. "Not by the hair of my chinny chin chin."

b. "Then I'll huff and I'll puff, and I'll blow your house in," said the wolf. So the wolf huffed
and he puffed, and he blew the house in. And he ate up the first little pig.
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3.  The second little pig met a man with a bundle of sticks and said, "Please, man, give me those sticks
to build me a house." So the man did, and the little pig built his house with them.

a. Then along came the wolf and said, "Little pig, little pig, let me come in." "No, No! Not
by the hair of my chinny chin chin," said the little pig.

b. "Then I'll huff and I'll puff, and I'll blow your house in," said the wolf. So he buffed and he
puffed, and he buffed and he puffed, and at last he blew the house in. And he ate up the second little
pig.

4. The third little pig met a man with a load of bricks and said, "Please, man, give me those bricks to
build me a house." So the man did, and the little pig built his house with them.

a. Soon the wolf came along and said, "Little pig, little pig, let me come in." "No, No! Not
by the hair of my chinny chin chin," said the little pig.

b. "Then I'll huff and I'll puff and I'll blow your house in," said the wolf. Well, he buffed and he
puffed,.and he buffed and he puffed, and he buffed and he puffed. But he could not blow the house in.
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1.  See the purposes given on p. 4-21.

2.  3 a. 4 d.      6 g.
     5 b.           1 e       8 h.
     2 c. 7 f.

(pp. 4-21-26) (See NISPOM, Chapter 4, Section 2)

3. date, event, OADR, originating agency. (p. 4-27) (NISPOM, 4-208c)

4.  date, event, OADR. (p. 4-27) (NISPOM, 4-211)

5.  CONFIDENTIAL, UNCLASSIFIED, front cover, title page, first page, back
                  cover. (p. 4-28) (NISPOM, 4-401a)

6.  a. dated
     b. overall classification
     c. Working Papers
     d. Destroyed
     e. transmitted outside the facility, 180 (p. 4-30) (NISPOM, 5-205b)

7.  a and b. (p. 4-34, 37) (NISPOM, 5-710)

8.  True. (p. 4-34, 37) (NISPOM, 5-710)



1. See the purposes given on p. 4-21.

2.  3 a. 4 d.            6 g.
     5 b. 1 e.            8  h.

 2 c.            7 f.

(pp. 4-21-26) (See NISPOM, Chapter 4, Section 2)

3. date, event, OADR, originating agency.  (p. 4-27)    (NISPOM, 4-208c)

4. date, event, OADR.  (p. 4-27)       (NISPOM, 4-211)

5. CONFIDENTAILA, UNCLASSIFIED, FRONT COVER, TITLE PAGE, FIRST PAGE, BACK
COVER.  (p. 4-28)  (NISPOM, 4-410a)

6. a. dated

b. overall classification

c. Working Papers

d. Destroyed

e. transmitted outside the facility, 180  (p. 4-30)  (NISPOM, 5-205b)

7. a and b            (p. 4-34, 37) (NISPOM, 5-710)

8. True.  (p. 4-34, 37)   (NISPOM, 5-710)

9.  See following pages.
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SECRET

Observations Unlimited
966 Thomas Jefferson Street, NW
Washington, DC 20007

REPRODUCTION REQUIRES APPROVAL OF
ORIGINATOR OR HIGHER GOVERNMENT AUTHORITY

March 30, 1996

SUBJECT: Field Observations of Sus scrofa (mirabilis) (U)

1. (U) Once upon a time there was an old sow with three little pigs. She had no money to keep them, so
she sent them off to seek their fortune.

2. (C) The first little pig met a man with a bundle of straw and said to him, "Please, man, give me that
straw to build me a house." So the man did, and the little pig built his house with it.

a. (U) Along came a wolf. He knocked at the door and said, "Little pig, little pig, let me come in."
"No, no," said the little pig. "Not by the hair of my chinny chin chin."

b. (U) "Then I'll huff and I'll puff, and I'll blow your house in," said the wolf. So the wolf buffed
and he puffed, and he blew the house in. And he ate up the first little pig.

DERIVED FROM: DD FORM 254 FOR DA275-96-C-17875, January 15,1996
DOWNGRADE TO CONFIDENTIAL ON July 4,2003
DECLASSIFY: May 7, 2007

SECRET
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CONFIDENTIAL

3. (C) The second little pig met a man with a bundle of sticks and said, "Please, man, give me those sticks to
build me a house." So the man did, and the little pig built his house with them.

a. (U) Then along came the wolf and said, "Little pig, little pig, let me come in." "No, No! Not by the hair
of my chinny chin chin," said the little pig.

b. (U) "Then I'll huff and I'll puff, and I'll blow your house in," said the wolf. So he buffed and he puffed,
and he buffed and he puffed, and at last he blew the house in. And he ate up the second little pig.

4. (C) The third little pig met a man with a load of bricks and said, "Please, man give me those bricks to build
me a house." So the man did, and the little pig built his house with them.

a. (U) Soon the wolf came along and said, "Little pig, little pig, let me come in." "No, No! Not by the hair
of my chinny chin chin," said the little pig.

b. (U) "Then I'll huff and I'll puff and I'll blow your house in," said the wolf. Well, he buffed and he
puffed, and he buffed and he puffed, and he buffed and he puffed. But he could not blow the house in.

CONFIDENTIAL
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RATIONALE
Portions:
1. (U) Economic status is UNCLASSIFIED under item I of guidance.
2. (C) Type of construction material (straw) is CONFIDENTIAL under item 2b.

a. (U) Contains no information to be classified.
b. (U) Same, Does not reveal relative durability of structure.

3. (C) Type of construction material (sticks) is CONFIDENTIAL under item 2b.
a. (U) Contains no information to be classified.
b. (U) Same. Does not reveal relative durability of structure.

4. (C) Type of construction material (bricks) is CONFIDENTIAL under item 2b.
a. (U) Contains no information to be classified.
b. (U) Same. Does not reveal relative durability of structure.

5. (S) Reveals "other vulnerability" (chimney opening) to be classified SECRET
under item 3.
a. (C) Reveals type of countermeasure, to be classified CONFIDENTIAL
under item 4a.
b. (C) Same
c. (S) Reveals effectiveness of countermeasure, to be classified SECRET
under item 4b.

6. (U) Contains no information to be classified.
Figure I is classified SECRET under item 2c.
Caption for Figure I is marked (U) since caption reveals no classified information.

7. (U) Contains no information to be classified.
a. (S) Contains recommendations to be classified SECRET under item 5.
b. (S) Same

Page 1:

• Unclassified subject marked (U).
• Marked with overall classification (SECRET) top and bottom.
• Identity of preparer (name and address) entered (via letterhead).
• Date of preparation entered.
• Applicable warning notice entered.
• "Derived from" line shows DD Form 254, contract number, and date.
• "Downgrade to" line shows most restrictive downgrading date for information classified

using guidance. Date appears in items 2c and 3.
• "Declassify on" line shows most restrictive declassification date for information classified
using guidance. Date appears in items 2c and 3.
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Page 2: Marked with highest classification appearing on page (CONFIDENTIAL) top and bottom.

Page 3: Marked with highest classification appearing on page (SECRET) top and bottom.
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