L ESSON 6

Transmission and Release

B ack in Lesson 2, we covered one type of transmission, transmission

within the facility, under the heading "Didiribution.” In this lesson well
look at the other type of transmisson, sending classified materid outsde
the facility. In many ways tranamisson is "receiving in reverse” o this
lesson should remind you of what you learned in Lesson 2, and what
you learned there should help you here. Well go over generd rules and
procedures for transmission by U.S. Mail and employee courier, for
releasing and conveying classfied materid needed for avist, and for
handcarrying classified materia aboard commercid passenger arcraft.
Then well see how the Electric Widget Company sent two documents.

OBJECTIVES

When you have completed this lesson you should be able to do the
following:

Ensure that the contracting officer's approval is obtained before
transmission or release, when the gpprovd is required.

Determine the suitability of a proposed recipient of a
trangmission.

Ensure that transmissions are properly prepared.




Maintain gppropriate records of transmissons.

Ensure that classified materid is tranamitted by an approved
method and that the transmission is followed up as necessary.

Ensure that classified materid required at the hogt activity for an
employee vist is properly prepared and transmitted or
conveyed, and that the classfied materid is accounted for as
appropriate.

Ensure that rules and procedures governing the handcarrying of
classfied materid aboard commercid passenger aircraft are
followed.

AUTHORIZATION

The generd rule when you are planning to transmit or rdlease SECRET
or CONFIDENTIAL materid isthat you must obtain the contracting
officer's gpprova before you send the materid outsde your facility,
except when the transmission or rlease is

Required by the specific terms of the contract,

Required for performance of the contract,

Necessary in connection with pre-contract negotiations with
prospective subcontractorsin furtherance of an existing

classfied contract,

In prime contractor/subcontractor, MFO, and parent subsidiary
relationships, or

Otherwise authorized by the NISPOM.
(See NI SPOM 5-502,503, and 50g.)

The firgt two of these exceptions will gpply to most of your

transamissons and releases and will usudly excuse you from having to
obtain a specific gpprova.
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ENSURING RECIPIENT'SSUITABILITY

If the proposed recipient is another contractor, you (or your designee)
must verify that the contractor has

= AnFCL a the same or higher leve than the materid to be sent,
ad

= Adeguate safeguarding capability.

Verify the contractor's FCL level and level of safeguarding

capability by contacting the Defense Investigative Service -

Centra Veification Activity (DSS-CVA). The address and
phone number are as follows:

Defense Security Service
Defense Industria Security Clearance Office
Attn: Centrd Verification Activity
P.O. Box 2499
Columbus OH 43216-5006
614-692-3688
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Y ou don't need to verify these matters for every transmission and
release; onceissued, aDSS-CVA veification isvdid for that
contractor for three years, unless you are notified otherwise. Keep a
record of each such verification for the three-year period.

PREPARATION OF A TRANSMISSION

Next, ensure the transmission or release is prepared correctly for
sending. For atransmission, do the following.

1. Prepare a Receipt for SECRET Documents. If you
are sending a SECRET document, prepare a receipt that

identifies the
TITLE (U}
. 0 SECRET document. Do not use a classfied
E.Lﬂl'ftf]'fl;'{_ﬁﬂ ] description. Instead, if necessary, use a short title or
abbreviation that is unclassfied such as "Armored
To: Vehicle Data (U)."

0 Name and address of sending facility.

0 Name and address of recalving activity.

o Thisisthe "bare bones' information, the only information required. Most

facilities, however, choose to include additiona informetion (e.g.,
BASie ReceEIPT control no., copy no., method of transmission, date transmitted,
ingructions to recipient, a block for the receiver's signature and name
and date received).

It'sagood ideato prepare the receipt in triplicate, though only an
origind is required. That way you can send the origind (to be returned
to you) and one copy (for the recipient's records) to the recipient, and
keep the third copy as the copy required a your facility for follow-up as
may be needed. Y ou must retain the signed, returned receipt for 2
years.
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2. Prepare a Tranamittal Document (Optional). Transmitta

documents (e.g., aletter of tranamitta) provide a means of tdlling the
recipient why you are sending the atached document (e.g., in
accordance with a specified contract requirement).

Mogt transmittal documents do not contain classfied informeation and
need only be marked as follows:

Conspicuoudy mark the highest classification level of the
information tranamitted by it (e.g., SECRET) at the top and
bottom of the transmittal document.

Enter (e.g., near the bottom of the page) " Unclassified when
Separ ated from Classified Enclosures.”

For casss in which the tranamittal document itsalf contains classfied
information, refer to the NI SPOM , 4-211.

3. Attach a Cover Sheet (Optional). The NISPOM does not

requireit, but it's a good practice to attach a cover sheet, marked at the
top and bottom with the highest classification of the document(s) it
covers (i.e, the tranamittal document, if classified; the main document;
or amgor component of the document) to the front of the document(s).

4. L og Out the Document. In many cases there will dready be an

entry for the document in your receipt and dispatch record. If so,
complete the entry by adding

- Activity to which dispatched.

- Date dispatched.
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SUTER
E

If the document was generated by your facility, make a complete entry
for it, toincdlude: - Document's date. - Date of dispatch. - Classfication.
- Unclassified description. - Activity to which dispatched.

You must retain the record for 2 years.

5.Prepare the Inner Envelope. The document must
be double wrapped. To prepare the inner envelope:

Pace the document (with itstransmittal document/cover shest, if used)
and, if aSECRET document, the receipt (at least origind; origind and
copy recommended) in the inner envelope. The envelope must be

opague.

Mainly mark the envelope with the highest classfication levd of the
information it contains - It's best to stamp this marking on both sides of
the envelope - and any appropriate warning notices.

Address the envelope. Enter the name and classified mailing address of
the contractor facility or UA activity that isto receive the document. If
you wish, add an attention line to the address, Sating the office code or
designation of therecipient (eg., "ATTN: Research Dept” or "ATTN:
UV-A-GTIC") or ating the name of the authorized person to receive
the document (e.g., "ATTN: George Stevens'). Enter your facility's
name and classified mailing address as the return address.

Sed the envelope. Glue sedl the envelope. Y ou may want to sed dong
the flap with tape for additiond protection.
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6. Preparethe Outer Envelope. To prepare the outer envel ope:

Place the inner envelope in the outer envelope. The outer envelope must
be opague.

Address the envelope. Enter the name and classified mailing address of
the contractor facility or UA activity to receive the shipment. If you use
an attention line, it must not show the name of an individud,; it can,
however, show other designations (e.g., "ATTN: Security Officer"). If
the package is going to a one person facility, specify on the outer
envelope, "TO BE OPENED BY ADDRESSEE ONLY. Postmaster -
Do Not Forward. If undeliverable to addressee, Return to Sender.”
Enter your facility's name and classified mailing address as the return
address.

Sed the envelope. Glue sedls the envelope. If you wish to do so, sed
aong the flap with tape, (Be sure the type of tape is acceptable to the
Pogt Office, such as Kraft tape or nylon sensitive tape.) Never place
any markings or notations on the outer envel ope that would
indicate that the contents are classified.

NOTE: If abriefcaseis used to handcarry classfied materid the
briefcase may serve as the outer container. The briefcase does
not require an address and shal contain no markings to indicate
that the contents are classified.
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TRANSMISSION METHODS
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SECRET and CONFIDENTIAL materia thus marked and packaged
may be transmitted by U.S. Registered Mail or U.S. Express Mail
(CONFIDENTIAL materid may aso be sent by U.S. Certified Mail),
or by aspecidly briefed employee courier cleared to the level of the
classified information being sent and with a need-to know. These
methods are by and large the only methods of transmission you are
likely to use. However, for convenience we are including here asmaler
verson of the chart givenin Lesson 2.
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When mailing classified materid, ensure that a cleared designated
employee enters the shipment into the U.S. Postal System. Stress that
the employee must never place the package into an Express Mall
outdoor (street side) collection box. Also, to make surethat U.S.
Express Mail won't be left on the addressee's doorstep, stress that the
employee mugt never execute (Sgn) the "Waiver of Signature and
Indemnity" block on the U.S. Postdl Service Express Mall label 11-B.
Although not required, a postal receipt should be obtained and kept on
filefor follow-up actions as outlined below.

TRANSMISSION BY EMPLOYEE COURIER

Tranamitting classified materid by an employee courier isamuch less
desrable method than mailing the materid. The courier must have a
PCL a or above the classfication leve of the materid to be conveyed.
Then the courier will have to be briefed on his or her responsbilitiesto
safeguard classfied information. The courier must have an identification
card or badge with at least the name and photograph of the courier and
the contractor's name. No VAL is sent for a courier. (However, if the
courier isgoing to pick up classfied materid, then aVAL must be sent.)
Then, too, the courier must keep the classified materid in higher
possession a dl times. (Looking after apackage a a crowded lunch
counter or in apacked restroom can be nerve-racking!)

Tripsthat entail an overnight stopover are especidly troublesome. Here
you will have to arrange before the trip for the materia to be stored
overnight at aU.S. Government ingalation or at a cleared contractor
facility that has appropriate storage capability. The courier should be
sure to obtain areceipt for the sealed package at each overnight stop;
the receipt should not identify the classified contents. Making such
arrangementsis usudly inconvenient dl around, and such trips should be
avoided whenever possible.
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FOLLOW-UP FOR SECRET TRANSMISSIONS

It isgood practice to keep a copy of the receipt for a SECRET
transmisson in a sugpense file until the sgned receipt isreturned. Set a
suspense date (normally not more than 30 days from the date sent), and
follow up if you do not receive the Sgned receipt within this period.
Keep sgned receipts for classfied materia for 2 years. If the sgned
receipt has not been returned to you after follow-up action, or if the
addressee indicates that the shipment was not received, or reports to
you the absence of areceipt for a SECRET shipment or a discrepancy
between the contents and the receipt, then you must conduct an inquiry
asprescribed in NISPOM.. 1-303.

VISITSAND MEETINGS: ROUTINE METHODSVS. HANDCARRYING

VINETOR,

CrASIIFtED
MATERIAL

Classfied materia, properly marked and packaged (see "ROUTINE
METHODS' and "PREPARATION" below) may be released, when
necessary to a "handcarrier,” that is, an employee handcarrying
classfied materid to achieve the purpose of the employee's classified
vidit or atendance at a classfied meeting. And, when necessary, the
materia may be left with the hogt activity. Although such atransaction
condtitutes atransmission, it is not a tranamisson method liged in
NISPOM, 5-403 and 404 it should not be used routingly to convey
classfied maerid.

ROUTINE METHODS. When you need to send a classified document
S0 that an employee can fulfill the purpose of adassfied vist, if thereis
enough timeit is best to tranamit it by one of the authorized transmisson
methods listed in NI SPOM, 5-403 and 404 (see chart, p. 6-8) to the
hogt activity to be held there for the vidtor or attainder. The document is
prepared as described above, except that the inner envelopeis
addressed to the vigitor at the address of the host activity. It isagood
ideadso to notify the host activity (for example, by including a
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note or letter between the inner and outer envelopes) that the materid is
being tranamitted for the vidit or meeting. The materid may then be
transmitted by U.S. Mail, as described above, or by another method
ligedin NISPOM, 5-403 and 404. After the vist, the host activity
would return the materia to your facility by aroutine method.

HANDCARRYING. Desgnated cleared employees may handcarry
classified materid to a classfied meeting or on avist provided that the
classfied materid can be properly handled and safeguarded during the
transmission.

When dlassfied materid isto be released for handcarrying by an
employee for adassfied vist, do the following.

Check Employee Clear ance. Ensure that the handcarrier is
cleared to the levd of the classfied materid involved.

Check Identification. The handcarrier must have an
identification card or badge with at least the handcarrier's name
and photograph and the contractor's name.

Brief the Employee. Brief the handcarrier on hisor her
responghilities in safeguarding the dassified information.

Make an Inventory. Ensure that an inventory is made of al
documents to be handcarried before the handcarrier departs for
the vigt, and that the handcarrier carries a copy of the inventory
aong on the vigt. Y ou keep the origind. When the handcarrier
returns, check the materia returned againgt the origind of the
inventory.
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Prepare Package. The document is prepared for release
outside the facility as described above except that

- No receipt is prepared,

- No tranamitta letter is prepared,

- The materid is not logged out as adispatch,

- The inner envelope is addressed to the vigitor at the address of the
hogt activity, and

- The outer envelope is addressed to the host activity (UA activity or
contractor facility).

Ensure Protection En Route. Aswith acourier
transmission, the handcarrier must keep the materid in
his’/her possesson at dl times. For an overnight trip, arrange
for storage of the classfied materid a a U.S. Government
ingallation or at a cleared contractor facility that has an
gppropriate storage capability. Aswith a courier, the
handcarrier should obtain areceipt for the sedled package.

Ensure Receipt Obtained. When the handcarrier retains
custody of the materid throughout the visit or meeting, the
materia isnot logged into the host activity's document
control system. However, if it is necessary to leave
SECRET materid at the hogt activity, the handcarrier must
obtain asigned receipt for the materid. If
CONFIDENTIAL materia must be l€eft at the host activity,

no recelpt is necessary.

Of Post Records. When the handcarrier has left SECRET
materia with the hogt facility, the handcarrier ddliversthe
sgned receipt to the facility when he or she returns from the
vigt. The transaction is recorded as a "dispatch” in the
sending facility's receipt and dispatch record (and asa
"receipt” in the host activity'srecord). The sending
fecility retains the receipt for 2 years. When the handcarrier
has left CONFIDENTIAL
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materid the transaction is recorded as a"digpatch” in the receipt and
dispatch record. The transaction is recorded as a "receipt” in the record
of the hodt facility.

HANDCARRYING ABOARD COMMERCIAL AIRCRAFT

Handcarrying classfied documents aboard commercia passenger
arcraft - whether the materid is handcarried by an employee courier
or by an employee handcarrier - requires the approva of the FSO.
Before giving your approva, ensure that the packaged documents may
be carried on the travelers person or otherwise qudify as carry-on

baggage.

If you have approved the handcarrying, you need to do

= Preparewritten Authorization. A letter of authorization is
required for the traveler (see NISPOM, 5411 ¢).

The letter mudt:

- Providethe full name, date of birth, height, weight, and signature of
the traveler, and sate that he or sheis authorized to transmit
classfied meterid.

- Describe the type of identification the traveler will present on
request.

- Describe the materid being handcarried and request that it be
exempt from opening.

- ldentify the points of departure, destination, and known transfer
points.

- Include the name, telephone number, and sgnature of the FSO, and
the location and telephone number of the Fidd Office.
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PIFFICULTIES MAY ARISE Wl
HANP LARKYIMG CLASUFIED
WATERI AL ARIAEF MECRAFT .

= Ensure Proper Packaging. The classfied documents may be
packaged as follows:

- Use the double envelope method. If there are many documents,
make severd packages, so that the personnd at the aircraft screening
dation can ingpect each package easlly by flexing, feding, weighing, or
other handling without opening the envelopes,

- Make sure that the envelopes do not contain metd clips,
binders, or other metal that might cue a response from detection devices
at the airport, and

- Use caution when film is to be carried since detection devices
will damage cartain films.

= Brief the Traveler. Before the departure, brief the traveler
(courier or handcarrier) on hisor her overal responghbility to
safeguard classfied information and on the contents of
NISPOM, 5-411. Stress that under no circumstancesisthe
traveler to open or authorize the opening of the classfied
package. Instead, the traveler is to abandon attempts to board
the flight and cdl you to make other arrangements for conveying
the documents. If opening does occur, the traveler is to report
the matter to you, and you then make a report to your Field
Office.

« Bristedon
tecponeib 11165

EMALOLEE
LR IR
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TRANSMISSION AND RELEASE AT EWC

Ellen Travers
Corfracting
Cicelr

December | was ahectic day at EWC. After sgning off on Buzz's
reproduction request, Harold started thinking about sending the copy of
the report to ACME, the purpose Buzz had given in his request. Harold
had verified ACME's safeguarding capability by a phone cal to
DIS-CVA; it was at the SECRET level, and he had made a record of
the verification. But the transmission wasn't required by EWC's
contract, and it wasn't required by EWC's performance on the contract.
None of the other three exceptions seemed to apply either.

So Harold decided to call Ellen Travers, the contracting officer, He
phoned her a the Pentagon and went over the Situation with her. Then
she sad, "Excuse me for amoment.”

When she came back on the line, she said that CDR Eckles (the Navy's
project manager and COTR for the Laser Widget Project) happened to
be in her office discussing the project. They had just conferred about
EWC's sending ACME the report and had concluded that the
transmisson wasjudtified. Ms. Travers said that she would send EWC
her gpprovd viafacamile and that EWC should have the written
approva wel before noon. (EWC has afacamile machine, but it is not
gpproved for tranamitting or receiving classified information.) She aso
sad that CDR Eckleswould like to spesk with Harold.

"Harold, thisis Al Eckles. It's good to talk with you. Say, what's this
Ellen was teling me about sending test resultsto ACME? How come |
haven't seen this report?'

Harold explained that Buzz had just written the report yesterday, and

that EWC would be mailing the origina to CDR Eckles (at NESC in the
Pentagon) today.
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"Well," said CDR Eckles, "I don't mind your sending a copy to ACME,
but from what Ellen was saying, | want to look at these results right
away. As amatter of fact I'm briefing the Cgptain tomorrow afternoon
on Laser Widget, and | want you to send someone down here today
with that report and to fill me in on the whole picture widget-wise.”

Harold pointed out that there wasn't much time to get someone from
Corinth to Washington, D.C. today. Then he said held do his best to
put Buzz on aflight this afternoon. CDR Eckles was pleased and said
he looked forward to seeing Buzz again.

Harold made a call to Corinth Internationa Airport and reserved a seat
onal p.m. flight to Washing-ton. Then he called CDR Eckles and gave
him the flight number and arriva time, and CDR Eckles sad that he
would meet Buzz a Nationd Airport.

Harold asked Zeldato prepare atransmittal letter for the copy of the
report to be sent to ACME, and to prepare a one-item inventory for the
origind of the report, snce Buzz would be handcarrying it for the vist to
NESC. He aso asked her to prepare the letter of authorization required
for Buzz to take the classified materid aboard a commercid arline.

Harold aso prepared and sent to NESC by facamile avist
authorization letter for Buzz, even though it was NESC that had in fact
requested the vigt.

Within just afew minutes, Ellen Travers goprova of the ACME
transmisson came in by facsmile and was brought to Zelda. Zelda st
to work and before long had prepared the letter of transmittal. It looked
likethis.
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SECRET

Electric Widget Company
232 Widget Way
Corinth, New York 12822

December 1 1995
ACME Aeronautics
ATTN: Mr. Crigger
8739 Gyro Lane
Paterson, NJ 07512

SUBJECT: Trangmittd of Test Results

The enclosed EWC report of field test results pertaining to the Laser Widget Project is forwarded for your usein the
performance of N0O0021-95-C-7835. Written gpproval for this transmission has been provided to EWC by Ms. Ellen
Travers

contracting officer for NO0021-95-C-7834.

Sincerdy

Harold Huxtable

Facility Security Officer

Enclosure

Unclassified when Separated from Classified Enclosure

SECRET

Zdlda then prepared the inventory so that it would also serve as a
record of Harold's gpprova to handcarry the
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classfied materia aboard commercia passenger arcraft. The
inventory-approval looked like this. Zelda made a copy for Buzz to
cary with him on the vigt.

Electric Widget Company
232 Widget Way
Corinth, New York 12822

Inventory of Hand-Carried Classified Materia

The following classified materid was released to the EWC employee whose signature appears below for
handcarrying via commercid passenger aircreft to achieve the purpose of the employees authorized
classfied vist to the Nava Electronics Systems Command, The Pentagon, Washington, D.C.: Origind of
EWC report, Laser Widget Field Tests (U), dated November 30, 1995, 2 pages. Classfication: SECRET.

| cetify that | have received the classfied materid described above and that | have been briefed on my
responsibility to safeguard classified information and on the contents of NISPOM, 5-410 and 411.

Employee's Signature

Employees Name

Approved by:

Facility Security Officer

Date

Zeldathen prepared the authorization letter required for Buzz to
handcarry the classified materid aboard commercid passenger aircraft.

She had his persona data on file, but she would have to have him put
his name
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on the letter. The letter looked like this. Zelda made a copy for EWC's
records.

Electric Widget Company

232 Widget Way

Corinth, New York 12822

December 1, 1995

TO:  Whom It May Concern
SUBJECT:  Authorization to Convey Classfied materid
The employee whose description and signature appear below is authorized to convey one sedled envelope,
goproximately 9" x 11 1/2", via commercid passenger arcraft from Corinth, New York to Washington,
D.C.
Request that in the interest of nationd security the envel ope be exempt from opening.
The employee's description is as follows:.

Name: Irwin L. Meyerhofsen Date of birth: September 6, 1951 Height: 6' VWeight: 180 Ibs.

The employee's signature is as follows.

Upon request, Mr. Meyerhofsen will present an identification card that bears his name and photo and was
issued to him by Electric Widget Services.

If you require further information, contact me at (716) 555-0001. The fied office of the Defense
Invedtigative Servicein Troy,
New Y ork may be contacted at (716)993-0000.

Sncerdy,
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While Harold was briefing Buzz, Zelda continued her preparations. She
prepared the receipt for the ACME shipment in triplicate (an origind for
signature and return, a copy for ACME's records, and a copy to be
kept at EWC for follow-up, if necessary). The receipt looked like this.

Q00157 e s
CLASSIFIED MATERIAL RECEIPT
TO:  ACMFE Reranzuihics FROM: Elsctrlc Widget Company
3732 Gyra Lane 232 Widget Way
Salvoasn, WIOOITGIV Corinth, MY 12822

ODATE SENT e, o, 13#ih SENT BY-1,.3. Exprogs bail

UM ASSIFIED TITLE/DESCRIPTION:  Copy of mel report,

_aser Widge: Tleld Tests [U), dated 20 Nav 9z,

2. Crres_fication:  EZLECRART

RECIFLENT: Motity EWC at once ol any discrepancy betwean the contents
as described and the actual conlents of his package. Please
complete and return tha ariginal of this receipt promptly. A
copy 15 provided for your records.

) acknowledge recaipt of the classified material described above.

Signature ' Pnnied, stampad. ar typed nams

Crae
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She did not prepare areceipt for the report for the NESC vigt, snce
taking the document to NESC for the vist was arelease, not a
transmission.

Zddathen attached the tranamitta |etter to the report copy going to
ACME, and on top of the letter she attached a cover sheet. She
attached only a cover sheet to the report for the NESC vigit.

She knew Buzz would be taking the vist package through airport
Security, so she was careful not to use ameta clamp or the like to hold
al the papers together.

She placed the inventory-approva on top of the report for the NESC
vigt for Buzz and Harold to sign, then she logged out the document for
ACME (but not the one for the NESC visit). The annotated record
looked like this.

ELECTRIC WIDGET COMPANY

Receipt and Dispatch Record

Security Classification: SECRET Document's Date: 30 Nov 95

Unclassified Description: Copy of EWC report, Laser Widget
Field Tests (U), 2 pp.

Received from:

activity date

Dispatched to: ACME Aeronautics, Paterson, NJ on 12/1/95

activity date
EWC receipt #: _ 000157 Dueback by: 12/31/95 Received on:

Destroy this record after
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While Zelda was waiting for Harold to wind up his briefing sesson with
Buzz and come and sign the tranamitta letter (and for Harold and Buzz
to Sgn the inventory-approval and authorization letter), she addressed
the inner and outer envelopes for both packages. She addressed the
inner envelope of the NESC package to Buzz at NESC's address, and
added "ATTN: Mr. Crigger" to the ACME address on the other inner
envelope. She stlamped both envelopes SECRET. The briefing seemed
to be taking quite awhile, she thought.

..."ZELDA GRABBED HER
FIRST AD KiT

She had just completed the addressing and stamping when her door
burst open and in rushed Eloise Jggetts.

"Zdda Come quick! It'sBuzz! An accident!"

Her mind whirling, Zeldatold Eloise to get Kate. Eloise ran down the
hall, while Zelda threw open adrawer and grabbed her first aid kit.
Eloise came back, half dragging Kate by the arm. Gesturing at the
paperwork al over her desk, Zelda sad, "Kate, ook after this” Zelda
and Eloise rushed off.

Eloise took Zelda to the QZ-12 assembly line, where the line workers
huddled around the stuffer station. Zelda plowed through them and
found Buzz on the floor with a makeshift bandage bound around his
right arm, which someone pressed and held upright to stop the bleeding.
Zdda, who taught first aid classes in her spare time, removed the
bandage, checked for broken bones and, finding no break, expertly
gpplied an antiseptic and a serile dressng then treated Buzz for shock.
She heard Buzz murmur, "That's it! Must reconfigure the vertical release
cam!™ An ambulance arrived and took Buzz to the hospitd.

BUZZ DIDN'T GO TO THE
AIRPORT ,AFTER Acr,
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HARoLD GVES BASCoM A BRIEFING.

Zddareturned to her office, where Harold had gone when Buzz had
been called away from his briefing to look at the re-mafunctioning
suffer. Harold, having been told by Kate that Zelda had gone off with
Eloise, had sgned off on the transmittd letter for ACME and had
inserted al of the materids into their respective inner envelopes. Kate
was busy seding the inner envelopes, as Harold had asked, while
Harold read over the inventory-agpproval and letter of authorization,
then Sgned them.

When Zdldatold them about the accident, Harold cdled Buzz's wife
and reassured her aswell as he could. He said he would ask Kate to
pick her up and drive her to the hospital.

When Kate had gone, Harold glanced at the inventory gpprova and
authorization letter, He picked them up and flapped them. "Well," he
sadto Zelda, "1 guess that's that. Poor Buzz!" It was nearly noon.
"Maybe not," said Zelda, forcing her thoughts away from Buzz. "Why
not send Bascom? Buzz has kept him up to date. He knows all about
the field tests and the whole project.” "That'sright!" said Harold and,
while Zelda seded the outer envelopes, Harold went over the Situation
with Bascom, briefing him on his responghilities and the procedures for
his trip to Washington in place of the injured Buzz.

Time was running out. Bascom hadtily sgned the inventory-approval
and authorization letter and Zelda made him a copy of the
inventory-approva. Kate had taken the Lightfoots car, so Zeldawould
drive Bascom to the airport. She left to bring her car, a sporty coupe,
around to the front entrance. Harold was busy making acdl to the
Pentagon to notify NESC that Bascom would be subgtituting for Buzz.
Bascom shoved the inventory-
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approva, authorization letter, and packaged report into the leather case
that Kate had given him as an early birthday present. It bore hisinitids,
B.JL.,ingold.

The airport was just afew minutes drive, and Zelda delivered Bascom
to the termina building at 12:20. Bascom picked up the reservation for
EWC and in record time was in the short line passing through the
security screening. He placed the leather case on the conveyor belt,
recalling that Harold had told him that sending a package through a
screening device does not take it out of the persond control of the
traveler. He walked through the screening porta without incident and
watched as the case passed through the dark chamber midway aong
the belt. When the case emerged, he reached for it, but before he had it
the guard attending the screening device grabbed it. "Please stand by,"
sad the guard, stopping the belt and placing the case back insde the
chamber. The guard studied his monitor screen for amoment, then said
to Bascom, "Please come with me."

PLEASE CoME
W ME.

Bascom noticed that the guard kept his right hand on the holster of his
revolver as they waked. They cameto an office; the sign on the door
read "R.J. Cramer, Director of Security.” Asthey entered the office,
Bascom tried hard to remember dl the ingtructions Harold had given
him during his lagt-minute briefing.

Mr. Cramer looked up from his desk and said, " Something the matter,
Arthur?' "Yes, Mr. Cramer, | think s0," said the guard. "I believe that
thisindividud™ - he nodded toward Bascom - "was attempting to
convey an explosve device aboard flight 278." The guard placed
Bascom's case on Mr. Cramer's desk.
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BASCoM OPENGD THE CASE.

Mr. Cramer rolled his chair back and stood up, his eyesriveted on the
case. "Wha makes you think s0?' "Well, g, in that course you sent me
to, "X-Ray Recognition of Munitions,’ we learned how to spot 'flat
bombs," and what'singdethis’ - he pointed to the case - "givesthe
image of an AMOK-43, adevice widdy used by certain Mid-East
terrorist groups.”

"Redly,” said Mr. Cramer. He looked at Bascom and said, "I'm afraid
I'll have to ask you to open this case."

"All right," said Bascom, now numbed by what was happening. He
opened the case and took out the envel ope with the inventory and
authorization letter on

"And what isin the envelope?' asked Mr. Cramer.

"It's U.S. Government classfied information,” said Bascom. "It ... it
cannot be opened.”

Arthur, thinking that Bascom's reply was the desperate ploy of a
cornered terrorist, unsnapped the retaining strap of his holster. Mr.
Cramer, cool as reffigerated sted, reached for the inventory and
authorization sheets. "May IT'

"Yes, of course," blurted Bascom, aware that the inventory and
authorization were not classfied information. ™Y oulll see I'm telling the
truth.”

Mr. Cramer read the inventory and the authorization. Then he looked at
the address on the package. His eyebrows went up. "These papers say
you're taking the package to NESC in Washing-ton, but the package is
addressed to ACME Aeronauticsin New Jersey.”
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Arthur eased his revolver from its holster.

Bascom's mind redled. He had picked up the wrong package! But even
s0, why should there be anything but paper in the envelope?

Hetried gdling. "Mr. Cramer, | am Bascom Lightfoot, acleared
employee of adefense contractor. I'm handcarrying classified materia
needed for my vist to the Navy at the Pentagon. Please refer to FAA
Advisory Circular” - What was the number? - "Circular.. 108-3! 1
request specid dispensation from the advance natification stipulation
Pease phone Harold Huxtable, the facility security officer of the Electric
Widget Company. He will verify my authorization to handcarry this
material."

"Ha Huxtable?' said Mr. Cramer. "IsHd in on this?'

Bascom sighed in relief. So they knew each other "Yes," said Bascom,
and gave Mr. Cramer Harold's phone number.

"Hd, isthat you? Thisis Bob Cramer at Corinth Internationa Airport.
There's aBascom Lightfoot herein my office...”

At 12:45 Harold arrived at the airport with the NESC
package, and at 12:53 a badly shaken Bascom boarded
flight 278, escorted to the plane by Arthur Wilkes, who
gpologized for the inconvenience but asked Bascom to
redlize that he was just doing hisjob.

Just moments earlier in Mr. Cramer's office, Harold had
carefully opened the package addressed to ACME and
discovered not an AMOK-43, but arather large and
quite flat PCT-2000: a calculator designed specifically
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for use by engineers. Harold told Bob Cramer that he had no idea of
how the calculator came to bein the ACME package, but he would
certainly find out. He gpologized for the inconvenience the mishap had
caused, and asked Bob what team he was bowling for these days.

Back at the office, Harold quizzed Zelda about the calculator, but she
knew nothing about it.

Zdda rewrapped the shipment to ACME and gave the package to Milo
Mertz to send by U.S. Registered Mail.

It was not until later that afternoon, when Kate returned from the
hospitd, that Harold found out the truth. Kate first announced that Buzz
would be fine. At the hospital, the recovering Buzz had told Kate that
while he was working on the stuffing machine (with the power off), the
vertical release cam had disengaged, dropping the stuffer arm, which
gruck Buzz's forearm. Buzz was aready redesigning the cam. The
doctor said Buzz's wound should hedl quickly, but that for sometime his
forearm would bear, imprinted in small scars, the nomenclature of the
QZ-12 eectric widget.

Harold then asked Kate if she knew about the cdculator. "Oh," she
said, "How do you know about that?' Harold related what happened at
the airport. "My poor Bascom!” she said. "It'sal my fault." She
explained that when Linwood Crigger had made his recent visit, he had
left behind his calculator and she found it. She had not got around to
returning it to him, so when she saw the inner envelope addressed to
ACME with "ATTN: Mr. Crigger” on it, she had dipped the caculator
ingde with the papers before she seded it. She said she thought this
would be asmple, fad, reliable way to get the calculator back to Mr.
Crigger,
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u"-r EYER WANT 7O HERR oF S
NCUDENT LIKE THIS ENER NAFPPENING AC
Don /1 You ReEMeMBER Asl e ERIEL)
oV 'VE BEEN GIVEN AT EWC ? Wi
Do You THINK WE HAVE _ tNyeNTO

< JEEYS 7 JuST TS G
INT? Po? REALLY, (/4

KATE RECEIVES A MORE
THoRoUGH BRIEFANG THAN
WAS GIVEN To BASCoM.

snce the package would be going by U.S. Registered Mall.

"Kate's explanation was followed by alengthy closed-door

session with Harold in which he counsded her in detail about security
practices and procedures at EWC and warned her that any further
incident like this one would lead him to place an officid reprimand in her
personnd file. Kate, perhaps more impressed by the consequences of
her ill-considered action on Bascom than by Harold's jawboning,
vowed that from now on she would faithfully observe every security
procedure there was at EWC.

*k*

Despite its inauspicious beginning, the rest of Bascom's visit to NESC
had gone smoothly. Bascom was able to answer dl of CDR Eckles
guestions about the project, and CDR Eckles was thereby enabled to
answer dl of his Captain's questions about the project. From the way
things had gone, it appeared to Bascom that EWC was the front runner
for the follow-on contract that would take the laser widget into full
production.

Bascom was obliged to leave the SECRET report with CDR Eckles,
who had seen that Bascom was issued an NESC receipt for it.

Kate met Bascom at the arport the next day. She told him about the
cdculator and the mix-up, and said she would make it up to him
somehow.

Back at EWC, Bascom returned his copy of the inventory and gave
Zddathe signed receipt from NESC. Shefiled the receipt and
annotated the record for the report as follows:

;';aiw‘:‘ﬁggﬁﬁi%
¥ S
@_'\5\:3‘59?9
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ELECTRIC WIDGET COMPANY

Receipt and Dispatch Record

Security Classification: SECRET Document's Date: 30 Nov 95
Unclassified Description: Copy of EWC report, Laser Widget
Field Tests (U), 2 pp.

Received from:

activity date

Dispatched to: NESC, Pentagon, Washington, D.C on 12/1/95
NESC activity date
EWG receipt #: 8033 Buebackby: Receivedon: 12/2/95

Destroy this record after 12/2/97
date
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CHARTS

The charts on the following pages depict procedures for transmitting
SECRET and CONFIDENTIAL documents outside the facility by
U.S. Mall or by an employee courier. They also show procedures for
releasing documents to be hand-carried by an employee making a
classfied vist. The last pages of the charts cover requirements given in
NISPOM, 5-411 that gpply to handcarrying SECRET and
CONFIDENTIAL documents aboard commercia passenger aircraft.
Again we gress that the charts show ways of transmitting documents, or
releasing documents for vidits, so asto meet gpplicable NISPOM
requirements. Procedures at your facility may be different; check your
SPP, if you have one.

NOTE: Don't be daunted by the length of these
charts. Yes, they run to ten pages! But for any
particular case you will only be using a part of
them. So the charts " shrink” considerably in actual
use.
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_TRANSMISSION & RELEASE
Fl ENTS.

N
SECRET or CONFIDENTIAL document to

be transmitted or released outside facility to
UA activity or to another contractor.

!

Is proposed transmission or release:

NOTE: Requirements for transmitting or releasing
accountable COMSEC (includes CRYPTO)
documents are not included in these charts

e required by specific terms of the contract
or
« required for performance of the contract

or
e necessary in connection with precontract No JFSO requests L Appr.oval? No| Do not
negotiations with prospective subcon- approval of provided? transmit
tractors in furtherance of an existing contracting Yes or release
classified contract officer. document.

or
e in prime contractor/subcontractor, MFO, l
and parent-subsidiary relationships as END
authorized by the NISPOM

or
e otherwise authorizeg by the NISPOM

Yes

Is proposed recipient| No | Classified material Yes
another contractor? required for employee

Yes visit?
No PAGE 6
INEXT PAGE > '

Does DIS-CVA* verify that contractor has
FCL and safeguarding capability at same
or higher level than material to be
transmitted or released?

DI

No Do not transmit or
release document.

!
END

lYeS

Classified material required for Yes
employee visit or meeting attendance?

No (PAGES6)
[NEXT PAGE)
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- U.S. MAIL OR EMPLOYEE COURIER

[ SECRET document? | No Receipt desired for | No
Yes CONFIDENTIAL
document?
Yes

.

Prepare receipt to include:
« Unclassified identification of document.
¢ Name and address of sending facility

o Name and address of receiving facility

[ Transmittal document desired? I No

Yes * TRANSMITTAL DOCUMENTS

® Mark a transmittal document that does not
itself contain classified information as follows

— Conspicuously mark the highest

l Prepare transmittal documcnt.ﬂ

J classification level of the information
[ Cover sheet desired? | No transmitted by it at the top and bottom of
Yos the document.

— Enter Unclassified when Separated from
Classifled Enclosures.

[ Arach heot I * Mark a transmittal document that contains
ach cover sheet. classified information as shown in Marking

Supplement to NISPOM.
|NEXT PAGE )
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TRANSMISSION

U.S. MAIL OR EMPLOYEE COURIER

Document previously recorded No Enter into receipt and dispatch record:
in receipt and dispatch record? e Document's date
' Yes « Date dispatched

o Classification
e Unclassified description
e Activity to which dispatched

Add to existing entry
for document:

* Activity to which dispatched
¢ Date dispatched

Prepare inner envelope, as follows:

o Place document (with transmittal document/cover sheet, if used and receipt, if
prepared, in opaque inner envelope. Receipt required for SECRET shipment.

« Mark envelope with highest classification of information it contains. Add any other
applicable markings.

« Enter name and address of addressee (contractor facility or UA activity). If desired,
add attention line to address.

« Enter your facility's name and address as return address.

» Seal the envelope.
i

Prepare outer envelope, as follows:

« Place inner envelope in opaque outer envelope.

« Enter name and address of addressee (contractor facility or UA activity).
« Enter your facility's name and address as return address.

o Seal the envelope.

}

Suspense date is set for return of receipt (usually not more than 30 days from the date sent).

- : —
| Document to be transmitted by U.S. Postal System?

| Yes

Designated, briefed employee (authorized person) enters package into U.S. Postal System
(SECRET sent by U.S. Reg./Exp. Mail; CONFIDENTIAL sent by U.S. Reg./Exp./Cert. Mail).
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4 TRANSMISSION

U.S. MAIL OR EMPLOYEE COURIER

Classified material to be delivered
by employee courier. ¥

NOTE: A visit request is not prepared for a

transmission by an employee courier.

|
Courier to take the material aboard | Yes See procedures on pages
commercial passenger aircraft? 8-10 of these charts.
No |
Will trip include overnight stopover | Yes | FSO makes arrangements before the trip to store the
en route to addressee? classified material overnight at a U.S. Government
No installation or contractor facility.
|
Courier delivers classified material
to addressee.
[ Receipt included for shipment? | No .| Courier returns to END

Yes sending facility.

Receipt signed and provided to courier | No

upon delivery?
Yes

Upon return, courier delivers signed
receipt to control station.

}
Retain signed receipt at control
station for 2 years.

* COURIER

A cleared employee, designated by the contractor,
whose principal duty is to transmit classified material to
its destination. A courier must:
® Be cieared to the level of the information involved
* Be briefed on his/her responsibility to safeguard
classified information by a responsible official who is
delegated authority in such matters
* Possess an identification card or badge, issued
by the contractor, which contains, as a minimum:
— contractor's name
— courier's name and photograph
¢ Retain the classified material in his/her personal
possession at all times except for authorized
overnight storage at a U.S. Government installation
or at a cleared contractor's facility that has
appropriate safeguarding capability

|

END

NOTE: The handcarrying of classified
material must not be authorized when
there is doubt as to whether the
material can be properly handled and
protected.
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Signed receipt returned

Yes

TRANSMISSION

U.S. MAIL OR EMPLOYEE COURIER

by suspense date?

No

Has recipient reported to
you the absence of a

Yes

Retain receipt at control
station for 2 years.

receipt for a SECRET
shipment?

No

Has recipient reported to
you a discrepancy
between the contents as
shown on the receipt and
the actual contents of the
shipment?

Yes

No

Follow up (e.g., contact
the addressee by phone
or mail).

;

Does addressee inform
you that the classified

Yes

END

material was not
received?

No

Is signed receipt returned
to you after follow-up?

No

Yes

Retain signed receipt
for 2 years.

END

Conduct inquiry as pre-
scribed in NISPOM, 1-303.

END
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[ 1RANSMISSION & RELEASE For VISIT or MEETING

ROUTINE METHODS & HANDCARRIER

SECRET or CONFIDENTIAL material Follow transmission procedures on pages 2,3,
required at host activity to achieve purpose and 5 of these charts, except address inner

of employee visit or meeting attendance. envelope to visitor or attender at address of host
activity. Notify host (e.g., by a letter between
inner and outer envelopes) that material is being

No | transmitted for the visit or meeting. Upon
Has it been determined that the completion of visit or meeting, host activity
material can be properly handled and should return material by routine method.
safeguarded during handcarrying? I
END
l Yes

HandcarrierO to take material aboard

. . Yes
commercial passenger aircraft? See procedures on pages

8-10 of these charts.

No i
Will trip include ovemight stopover | Yes FSO makes arrangements before the trip to store the
en route to host activity? classified material overnight at a U.S. Government
No installation or contractor facility.
J

|Prepame inventory (at least original and copy) of documents(s) to be hand-carried. ]

Prepare inner envelope, as follows:

A cleared employee, designated by the contractor,
who occasionally handcarries classified material to
its destination in connection with a classified visit or
meeting. A handcarrier must:

« Be briefed on his/her responsibility to safeguard
classified information and cleared to the level of the
information involved..

o o Possess an identification card or badge, which
« Enter your facility's name and address contains the contractor's name and the name and a
as return address. photograph of the employee.

o Seal the envelope. « Retain the classified material in his/her personal

possession at all times except for authorized

« Place document (with cover sheet, if
used) in opaque inner envelope.

G

« Mark envelope with highest classifi-
cation of information it contains. Add
any applicable warning notices. \

EH

28

R

« Address envelope to handcarrier at
address of host activity.

T

2oz

overnight storage at a U. S. Government intallation
or at a cleared contractor's facility that has

appropriate safeguarding capability.
TR
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 HANDCARRIER

Prepare outer envelope, as follows:

« Seal the envelope.

o Place inner envelope in opaque outer envelope.

« Enter your facility's name and address as return address.

.»Enter name and address of addressee (contractor facility or UA activity).

l

Handcarrier takes copy of inventory on trip.

1

Does handcarrier retain custody of
the classified material throughout |Yes

the visit or meeting?

|No
Necessary to visit to leave SECRET | No

Material is not entered into host activity’s
document control system.

material at host activity?
Yes

Handcarrier obtains signed
receipt for SECRET material. »

T e

No receipt required for
CONFIDENTIAL material left.&

'y

Upon handcarrier's return, check
material against original of inventory.

wHost activity records the transaction
as a receipt in its records.

CONFIDENTIAL

material left.

[All classified material returned?] No SECRET material | No
Yes left at host?
Yes
END

Handcarrier provides signed receipt

!

Receipt and dispatch record is annotated

Retain receipt
for 2 years.

l

END

as for SECRET trsimsmission (see page 3).

Annotate appropriate record
as for CONFIDENTIAL
transmission (see page 3).

l

END
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8  HANDCARRYING ABOARD
' COMMERCIAL PASSENGER AIRCRAFT

Employee courier or handcarrier

Do not authorize
handcarrying
aboard aircraft.

Has it been determined that the packaged No
documents may be carried on the traveler's*
person or otherwise qualify as carry-on

baggage? l

END

Yes

FSO approves handcarrying aboard aircraft.

!

Prepare written authorization and
ensure traveler has identification
as described on page 10.

1

Besides basic briefing on handcarrying responsibilities, brief traveler on NISPOM, 5-411.
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.t HANDCARRYING ABO""RD

Traveler goes through screening station
for routine examination of briefcases and

luggage.

Screening official not satisfied and No

requests that package be opened?
Yes

The traveler

- Informs screening official that package contains U.S. Gov't classified information
and cannot be opened,

Presents company identification and written authorization, if prepared.*
Refers screening official to FAA Advisory Circular 108-3,
Requests special dispensation from the advance notification stipulation, and

Asks screening official (or other air carrier personnel) to contact the contractor or
FO toverify handcarrying authorization.

| Traveler permitted to board? | No The traveler
Yes + Does not open or authorize opening of package,
» Does not proceed further, and

. Arranges with facility for alternate means of
conveying the material.

[ NEXT PAGE ) [1s package opened? | No | Traveler
Yes returns to

facility.

Traveler promptly reports END
opening to FSO.

i
FS0 reports opening to Field Office.

)
END
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110/ " HANDCARRYING ABOARD%

COMMERCIAL PASSENGER AIRCRAFT

Aircraft hijacked to | No Traveler transmits material (if courier) or
a foreign country? proceeds with visit or meeting (if handcarrier).
Yes l
END

Traveler's conduct will be as follows:

« If identification is requested, show appropriate civilian identification,

« Under no circumstances volunteer that classified material is being carried or draw attention
to the material,

« If interrogated in a foreign country, use common sense and judgment in making any response,

« If prudent under the circumstances, try to keep physical possession of the material, and

« On return to the U.S., immediately report the entire incident to the FSO, who will report the
matter to the CSO.

v
END

R ‘*3“%

AUTHORIZATION LETTER
Traveler must have written authorization which shalil:

« Provide the full name, date of birth, height, weight, and signature of the traveler, and
state that he or she is authorized to transmit classified material.

« Describe the type of identification the traveler will present on request (e.g., ABC
Corporation picture badge, No. 1234).

¢ Describe the material being handcarned and request that it be exempt from opening
(e.g., three sealed packages, ol2x 12172 x 2").

« Identify the points of departure, destination, and known transfer points.

« Include the name, telephone number, and signature of the FSO, and the location
and telephone number of the Field Office.

& e Contractor's name.

.
e Name and a photograph of the employee §
T — RN RN SE— ; R
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SUMMARY
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When tranamitting or releasing SECRET and CONFIDENTIAL
documents outside your facility, you must obtain the contracting officer's
authorization or determine that the transmission or release qualifies as an
exception. If the recipient is a contractor, you must verify thet the
contractor has an FCL and safeguarding capability at or above the level
of the materia involved. For atransmisson, areceipt is prepared for
SECRET documents, aletter of transmittal and/or a cover sheet may be
attached, and the document is logged out in the receipt and dispatch
records. The inner envelope is addressed, return addressed, and
mearked with the highest classfication leve of the materid and with any
gpplicable warning notices. The document and receipt form (if required)
are inserted in the envelope, which is then seded. The outer envelopeis
addressed and return addressed and sedled. The outer envelope is not
marked. A SECRET package can then be transmitted by U.S. Express
Mail or U.S. Registered Mail, while a CONFIDENTIAL package can
be transmitted by U.S. Express Mall, U.S. Registered Mail, or U.S.
Certified Mail. Packages containing classified materid may aso be
transmitted by a designated, briefed courier, who is cleared to the level
of the materid to be transmitted and carries a company identification
card or badge. The courier must keep the materia in hisher possession
at dl times during the trip. However, if the courier must make an
overnight stopover, the FSO must arrange for storage of the materid at
aUA ingdlation or a contractor facility with approved storage
capability at or above the leve of the materia. Other approved
transmission methods may aso be used. Ddlivery of SECRET
transmissions must be monitored and, if necessary, followed up. Signed
receipts are kept for at least 2 years. The employee must carry a
company identification card or badge and must be cleared to the
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highest leved of the documentsinvolved and briefed on hisher security
responsibilities. Such documents must be inventoried, properly
packaged, and charged to the employee before he or she departs for
the vist or meeting. The handcarrier must keep the materid in hisher
persond possession a dl times during the trip. If, however, the
handcarrier must make an overnight stopover, arrangements must be
made as in the case of a courier for suitable storage. The handcarrier
must obtain arecept for any SECRET document Ieft at the host facility.
Upon the handcarrier's return, the materid is checked againgt the
origind of theinventory and received, together with any receipt
obtained. Handcarrying classified documents aboard commercia
passenger aircraft requires the gpprova of the FSO. An authorization
letter and identification for the traveler must be provided. Before
departure, the traveler must be briefed on NI SPOM, 5-411. Care
should be taken in packaging the materid for airport screening. Specid
procedures must be followed if the screening officia requests to open
the package containing the materid, if the traveler is not permitted to
board the arcraft, or if the aircraft is hijacked to aforeign country.
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Review

Exercises

Complete the following exer cisesfor review and practice.
Multiple-choice questions may have one or more correct choices.

1. The genera rule when SECRET and CONFIDENTIAL materid isto be transmitted orreleased is that the
c o] approval must be obtained before the materia is sent.

2. Which two of the following exceptions to the generd rule usudly permit a cleared contractor to transmit or release
SECRET and CONFIDENTIAL materid without having to obtain prior gpprova?

( ) a Thetransmission or releaseisin regard to prime contractor/subcontractor, MFO, and parent-
subsidiary relationships as authorized by the NISPOM.

() b. Thetransmission or release is required for performance of the contract.
() c.Thetransmisson or release is required by the specific terms of the contract.

() d. Thetransmisson or release isin connection with pre-contract negotiations with prospective
subcontractorsin furtherance of an existing contract.

() e Thetransmission or release is otherwise authorized by the NISPOM.

3. When the proposed recipient is another contractor the facility transmitting or releasing the classified materid must
verify that the recipient has

a
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4. - issues the verification, which isvaid for aperiod of

5. Complete the following procedures for preparing a document for transmission:

a Preparear for S documents.
b. Prepare at d (optional).
c. Attachac S (optiond).

dL 0 the document.

e. Preparethei e

f. Preparethe o e

6. Thethreeitemsrequired on areceipt whenit is sent are

a

b.

C.

7. Onlyano receipt isrequired for SECRET transmissons.
8. How isatranamitta Ietter that does not itsdlf contain classfied information to be marked?

a

b.

9. For adocument for which thereis aready arecord of its receipt what two additional entries are made when
the document is transmitted (dispatched)?

a

b.
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10. What information needs to be entered in areceipt and dispatch record when a SECRET or CONFIDENTIAL

11.

document generated by your facility (origina or copy) is transmitted?

a

b.

e.

For each of the following stepsin preparing atransmission or release, enter 1E for "Inner Envelope’ and/or OE
for "Outer Envelope.”

a Mark with highest classfication of information that it contains.

b. Enter the name and address of the recipient activity or host activity.

C. Sedl envelope.

d. If gppropriate, specify " TO BE OPENED BY ADDRESSEE ONLY.
Postmaster - Do Not Forward. If undeliverableto addressee, Return to Sender "

e Add any applicable markings.

f. Add an attention line if desired, stating the office code or name of

particular employee of the recaiving facility or UA.
0. name and address of sending fecility.

h. Enter name of vigtor or attender recipient.
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12. For each of the following methods of tranamitting enter S if the method is authorized for SECRET documents,
and/or C if the method is authorized for CONFIDENTIAL documents.

a Employee courier.

b. U.S. Express Mail.

C. U.S. Registered Mail.
d. U.S. Certified Mall.

13. Which of the following apply to areceipt for SECRET materid?
a It may contain classfied information in certain cases

b. A duplicate copy of the receipt must be retained by the sending
facility in asuspense file until the Sgned copy is returned.

C. The sending facility have a sugpense system to track transmitted
documents until the Sgned receipt is returned.

d. If the sending facility has followed up and asigned receipt is not
returned or if the addressee indicates that the SECRET materid was not
received, or reportsto you the absence of arecelpt for the SECRET
shipment or adiscrepancy between the contents and the receipt, the
sending facility must conduct an inquiry as prescribed in NI SPOM, 1-303.

e A copy of the Sgned receipt must be retained at the sending
facility's control station for at least 2 years.
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14. For each of the following NISPOM requirements, enter EC if the requirement gpplies to an employee courier,
and/or EH if the requirement gpplies to an employee handcarrying classified information for a classfied vist or

mesting.

a Must have a clearance at or above the classfication leve of the
materia to be conveyed.

b. Must be briefed on higher respongbilities to safeguard classfied
information.

C. Vigt authorization letter for employee is sent to employee's
degtination.

d. Must carry a copy of an inventory of the classified materid being
conveyed.

e. For adaytime trip, must keep the materid in hisher persona possession at dl times.

f. For atrip with an overnight stopover, must store the classified materia overnight at aU.S.
Government ingtalation or at a cleared contractor facility with safeguarding capability at or above the leve of
the dassfied maerid.

0. Classfied materid routingly left at destination.

h. Classfied materid |€ft at destination only when necessary.

Classfied materid inventoried a second time when employee

returns to sending fadility.

Must possess an identification card or badge that contains the
contractor's name and the employee's name and photograph.
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15.  Which of the following apply when classfied materid isto be handcarried aboard a commercia passenger

arcraft?

a The packaged documents may be carried on the traveler's person or otherwise quaify as carry-on
baggage.

b. The traveler must carry written authorization and company identification.

C. A record of gpproval must be retained for 2 years.

d. The packaged classfied materia should lend itsdlf to airport screening ingpection without opening.

e The packaged classfied materid should not contain meta that
might activate detection devices.

f, Film must be shidded with leed fail.

o] The traveler must be briefed on hisher overal responsibility to safeguard classfied information and on
the contents of NI SPOM, 5-411.

h. The traveler may open or authorize the opening of the package(s) as provided for in FAA Advisory
Circular 108-3.
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Solutions &

References

1. Contracting officer. (p. 6-3)(NI SPOM, 5-502,503, and 50Q)
2. b.andc. (p. 6-3)

3. a an FCL a the same or higher level than the materia to be sent.
b. adequate safeguarding capability. (p. 6-3)(NI SPOM, 5-400 and 509)

4. DISCVA, three years (p. 6-3)

5. a receipt, SECRET; b. transmittal document; c. cover sheet; d. Log out; e. inner envelope; f, outer envelope. (p.
6-4-7)(NI SPOM, 4-211; 5-202, 401, and 406)

6. a Unclassfied short title or abbreviation.
b. Name and address of sending facility (addressor).
¢. Name and address of receiving facility (addressee).
(pp. 6-4)(NISPOM, 5-202)
7. Origind. (p. 6-4)(NISPOM, 5-401a.)
8. a  Congpicuoudy mark the highest classfication leve of the information trangmitted by it & the top and bottom.

b. Enter " Unclassified when Separated from Classified Enclosures.”
(p. 6-5)(NISPOM, 4-211)

9. a Activity to which dispatched.
b. Date dispatched. (p. 6-5)(NI SPOM, 5-202)
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10. a Document's date.
b. Date of dispatch.
c. Classfication.
d. Unclassified description.
e. Activity to which dispatched. (p. 6-6)(NI SPOM, 5-202)

11. a IE d.OE  g.IE OE
b.IE,OE elE h. IE
c.|IE,OE f.IE (p. 6-6-7, 12)(NI SPOM, 5-406)

12. a S,C: b.S,C; ¢.S,C; d.C. (p.6-8)(NI SPOM 5-403)
13.c.d,ande (pp. 6-4, 10)(NISPOM, 1-3021 and 303; 5-401)

14. a ECEH f.EC,EH
b.ECEH g.EC
c. EH h. EH
d. EH i. EH
e EC,EH j. EC,EH
(pp. 6-9-10, 11-13)(NI SPOM, 5-400 and 401a)

15. a,b.d.,e.g. (pp.6-13-14)(NI SPOM 5-411)
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